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COMMON Certificate Policy Change Proposal Number: 2020-02

To: Federal PKI Policy Authority (FPKIPA)

From: Federal PKI Certificate Policy Working Group (CPWG)

Subject: Proposed modifications to the Federal PKI Common Policy Framework
Certificate Policy and certificate profile specification

Date: August 19, 2020

Title: Consolidated update to Common Policy and associated profiles

Version and Date of Certificate Policy Requested to be changed:
e X.509 Certificate Policy For The Federal PKI Common Policy Framework
Version 1.32, April 14, 2020

Change Advocate’s Contact Information:
Organization: FPKI Policy Authority
E-mail address: fpki@gsa.gov

Organization requesting change: FPKI Certificate Policy Working Group

Change summary: This is a comprehensive update to Common Policy and the
associated certificate profile specification (formerly titled “X.509 Certificate and
Certificate Revocation List (CRL) Extensions Profile for the Shared Service Providers
(SSP) Program™). High-level update summary:

Removed Foreword

Standardized terminology

Realigned requirements with appropriate policy sections

Increased use of tables to improve readability

Aligned requirements with observed agency practices

Clarified definitions of certificate types

Streamlined certificate naming

Updated certificate re-key, renewal, and modification definitions for clarity

Removed SHA-1 references

Updated permitted key sizes and algorithms

Converted sections after Section 9 to appendices

Updated format and content of certificate profiles
o Aligned profiles with proposed updates to Common Policy
o Added “Common PIV-I” profiles



o Split Cross Certificate profile into two profiles (Cross certificate and
Intermediate CA) to help clarify requirements and reduce confusion
o Numerous worksheet updates (see Appendix C)

Background: This update consolidates CPWG policy recommendations dating back to
2018. It also cleans-up outdated references and requirements, clarifies existing
requirements, aligns policy with observed agency practices (e.g., certificate naming), and
improves readability.

Updates related to the following topics were discussed with CPWG members to minimize
adverse impact:

e Authorization data in subscriber certificates

Federal subscriber certificate naming

Time to process certificate applications

Updated CA rekey timelines

Updated references for permissible options comparable to “digitally signed
attestation under perjury” requirement (declaration of identity)

Permitted key sizes and algorithms

Identification and authentication requirements for routine subscriber re-key
CA cryptographic module requirements

Certificate profile changes

Additional detail related to update activities and milestones is included in Appendix A.

Specific Changes: Due to format changes and the number of edits, updates were
highlighted to CPWG and FPKIPA members in separate, redlined versions of Common
Policy.

Change Impact:
e Potential impacts resulting from the proposed updates to Common Policy are
included in Appendix B.
e Potential impacts resulting from the proposed updates to the certificate
profiles are included in Appendix C.

Estimated Cost: TBD

Implementation Date: September 1, 2021
Prerequisites for Adoption: None

Plan to Meet Prerequisites: Not applicable
Approval and Coordination Dates:

Date presented to CPWG: January 14, 2020

Date change released for comment: February 17, 2020

Date comment adjudication published: August 19, 2020

2



APPENDIX A: UPDATE ACTIVITIES AND MILESTONES

Q3 FY 2019

Q4 FY 2019
(1Jul - 30Sept)

Q1 FY 2020
(10ct - 31Dec)

Q2 FY 2020
(1Jan - 31Mar)

Q3 FY 2020
(1Apr - 30Jun)

Q4 FY 2020

(1Apr - 30Jun) (1Jul - 30Sept)

May CPWG - Call for
policy updates and
clean-ups (5/28/19)

FPKIPA Support
Team began section
by section review of
Common Policy and
Profiles

FPKIPA Support
Team continued
section by section
review of Common
Policy and Profiles

September CPWG -
Discussions related
to Authorization Data
and Certificate
Naming

FPKIPA Support
Team began draft
updates

FPKIPA Support
Team continued
draft updates

November CPWG -
Discussions related
to Time to Process
Applications and
Permitted Algorithms
(11/26/19)

FPKIPA Support
Team draft
finalization and
internal review

FPKIPA Support
Team comment
adjudication

January CPWG -
FPKIPA Support
Team shares status
update and requests
additional feedback
(1/28/20)

FPKIPA Support
Team shares policy
artifacts for CPWG
feedback
(2/17/2020)

March CPWG -
Review period
extended one month
(4/28/20).

April CPWG -
Review feedback
and proposed
adjudication
(4/28/20)

FPKIPA Support
Team comment
adjudication,
incorporation of
2020-01, and
distribution of Draft
Release #2 (5/22/20)

May CPWG -
Summarized
comment
adjudication and
reviewed next steps
(5/28/20)

June PA - Change
proposal introduction
to facilitate
discussion on
implementation
timeline and cost
(6/9/20)

Draft Release #3
(6/18/20)

June CPWG -
Summarized recent
updates and
reviewed next steps
(6/23/20)

Draft Release #4
(7/13/20)

July PA - Finalized
change proposal and
initiated vote
(7/14/20)

August PA —
Discussed agency
feedback and next
steps (8/11/20)

Change proposal
finalized and initiated
vote (8/19/20)



APPENDIX B: IMPACT OF PoLIcYy UPDATES

Policy Change Summary

Impact

Overall

e Standardized terminology ("Human Subscriber”, “Device”, “must”,
“publicly accessible”, etc.)

e Clarified and streamlined language

e Standardized formatting of "Practice Notes™ and external references

e Removed references to “legacy” agency PKIs, deprecated algorithms
(e.g., SHA-1), and deprecated policies (e.g., M-04-04)

¢ Relocated requirements to more applicable policy sections

No negative impact

Section 1
e Tabularized, re-ordered, and clarified policies covered by the CP

e Updated scope of CP to remove code signing and only locally trusted
CA use cases

No negative impact

Section 2

o Clarified Authority Information Access (AlA) and Subject Information
Access (SIA) requirements

e Added option for single DER encoded certificate file (AlA)

No negative impact

Section 3

e Reorganized certificate subject name and subject alternative name
requirements into independent sub-sections

e Updated naming requirements to align with observed agency practices

e Removed unused name types (e.g., DC=mil)

¢ Incorporated changes proposed in draft "Updated registration processes
and biometric linkage™ Change Proposal (June 12, 2019)

e Included reference to FIPS 201 for the purposes of human subscriber
identity proofing

e Removed references to authorizations in subscriber certificates

No negative impact

Section 4

o Timeframe for certificate application process modified from 30 days to
90 days; topic discussed with CPWG
Clarified definitions of “renewal”, “re-key”, and “modification”
Tabularized CRL issuance frequency requirements
Defined offline CA
Incorporated OCSP requirements, moved from Section 2

Incorporated privacy information publication restrictions, moved from
Section 9

No negative impact




Section 5
e Clarified “remote workstation” practice note
e Require delegated OCSP signing
e Added requirement that any compromised CA must request revocation
from any superior or cross certified CA

No negative impact

Section 6

e Removed references to SHA-1

e Updated cryptographic module requirements (require FIPS 140-2 Level
3 protection of CA signing keys)

e Incorporated draft "Update Common Policy on use of CA signing
Keys" Change Proposal submitted by Treasury

e Reduce OCSP certificate validity from 3 years to 120 days

e Require use of a VPN for remote workstation administration of CA

No negative impact

Note: two affiliates
require updates to
OCSP certificate
validity

Section 7
e Updated permitted key sizes (add RSA 4096 and EC P-384) and
signing algorithms (sha384WithRSAEncryption,
sha512WithRSAEncryption, and ecdsa-with-SHA512)

No negative impact

Section 8
e No major updates

No negative impact

Section 9
e No major updates

No negative impact




APPENDIX C: IMPACT OF CERTIFICATE PROFILE UPDATES

Profile Changes

CAs Impacted*

Authority Information Access & Certificate Revocation List Distribution Point
- Require HTTP URI first

6

Authority Information Access - Allow .cer

No negative impact

DN Encoding: Allow only printableString and/or UTF8

No negative impact

Key Usage - Remove digital signature and non-repudiation bits from CA
profiles

e Removes ability to perform direct OCSP signing by a CA,; delegated
OCSP signing only

4

No CA operations
currently impacted,
possible future impact

Allow Subject Directory Attributes (e.g., citizenship)

No negative impact

Cross Certificate
e Clarify appropriate use of requireExplicitPolicy and
inhibitPolicyMapping,
e Offer distinction from the Intermediate CA Certificate profile (new).

No negative impact

Intermediate Certificate (new profile)

e Prohibit policy mappings

e Policy constraints are optional

e Subject Information Access extension is required, unless the CA
certificate includes path length constraint of 0

No negative impact

OCSP Responder Certificate 11
e EKU must be marked critical
Signature Certificates and Key Management Certificates 2

e For PIV, id-kp-emailProtection must be included
o rfc822Name is required if id-kp-emailProtection is asserted in Extended
Key Usage

* based on Annual Review certificate samples
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Revision History

Document Version

Document Date

Revision Details

1.0

May 7, 2007

Revised Common Policy (RFC 3647
format)

11

July 17, 2007

2007-01. Alignment of Cryptographic
Algorithm Requirements with SP 800-78-1

1.2

September 12, 2007

2007-02. Requiring the inclusion of a
subject DN in PIV Authentication
Certificates

1.3

October 16, 2007

2007-03. Accommodating legacy PKIs for
PIV Authentication

14

April 3, 2008

2008-01. § 8.3 Assessor’s Relationship to
Assessed Entity

1.5

November 20, 2008

2008-02. Include a provision for a role-
based signature certificate

1.6

February 11, 2009

2009-01. nextUpdate in Certificate
Revocation Lists (CRL) published by
legacy Federal PKls

1.7

April 15, 2009

2009-02. Allow the use of the PIV
Authentication certificate as proof of
identity and employment

1.8

January 21, 2010

2010-01. Align key length requirements w/
SP 800-57

2010-02. Remote Administration of
Certification Authorities

1.9

March 15, 2010

2010-03. Allowing inclusion of UUIDs in
Card Authentication Certificates

1.10

April 8, 2010

2010-04. §8.1&84

1.11

August 16, 2010

2010-05. Clarify the archive definition and
how its records are intended to be used




1.12

October 15, 2010

2010-06. Allow Federal Legacy PKIs to
Directly Cross Certify with Common Policy
CA

1.13

November 18, 2010

2010-07. Legacy use of SHA-1 during
transition period Jan 1, 2011 to Dec 31,
2013

1.14

December 17, 2010

Clarify requirement to support CA Key
Rollover

1.15

January 24, 2011

2011-01, CAs to assert policy OIDs in
OCSP responder certificates for which the
OCSP responder is authoritative

1.16

September 23, 2011

2011-02, Clarify requirements for device
Subscribers and certificates

1.17

December 13, 2011

2011-03, Remove Requirements for LDAP
References in Certificates

1.18

April 26, 2012

2012-01. Clarify RA audit requirements:
revise Section 1.3.1.5, add new last
sentence to first paragraph of Section 8,
revise first paragraph of Section 8.1, revise
Sections 8.4, 8.5, and 8.6, revise "Policy
Management Authority (PMA)" glossary
definition.

1.19

June 22, 2012

2012-02. Add new Section 4.1.1.4, Code
Signing Certificates, to address change
proposal (approved by FPKIPA on 6/12/12)
requiring organizations receiving a code
signing certificate to have access to a Time
Stamp Authority.

1.20

August 19, 2012

2012-03. Add new language to Sections
3.2.3.2 and 9.6.3 to address change
proposal (approved by FPKIPA on 8/14/12)
to allow a human device sponsor, who is
not physically located near the sponsored
device, and/or who does not have sufficient
administrative privileges on the sponsored
device to fulfill these responsibilities, to
delegate them to an authorized
administrator of the device.




2012-04. Revise Section 4.9.7 to address
change proposal (approved by FPKIPA on
8/12/12) to detail and clarify the Common
Policy CA’s CRL issuance policies to
ensure Offline Root CA operations are
permitted.

1.21

December 18, 2012

2012-05. Revise Sections 1.2,1.4.1,3.1.1,
6.2.8,6.3.2,7.1.4,7.1.6, and add new
Sections 6.1.1.4 and 6.2.4.6 to address
change proposal (approved by FPKIPA on
12/6/12) to create a new Common PIV
Content Signing Policy OID.

1.22

December 2, 2013

2013-01. Clarify places in the Common
Policy CP which were flagged during the
FPKIMA Annual Audit as either
contradictory with the FBCA CP or
contradictory to current best practices.
Clarify division of responsibilities between
Trusted Roles (Seetien5Section 5.2.1);
clarify meaning of “all Security Audit logs
(Section 5.4.1), and allow audit logs to be
removed from production site once
reviewed (Section 5.4.3)

2013-02. Remove SHA-1 policies from
Common Policy.

1.23

May 5, 2014

2013-03. Require PIV Cards to be on the
GSA Approved Products List (APL) Prior
to Issuance and require annual PIV card
testing.

1.24

May 7, 2015

2015-01. Create two new Common
Derived PIV Authentication Certificate
Policy OIDs in the Common Policy, and
change/add text in appropriate sections
throughout the CP.

1.25

September 22, 2016

2016-01. Alignment with CAB Forum
Baseline Requirements (BR) v1.3.4. This
will facilitate FPKI conformance to CAB
Forum BRs for publicly-trusted SSL/TLS
certificates, which will help promote
inclusion of the Federal Root in public trust




stores and provide guidance for issuance of
publicly-trusted device certificates.

2016-02. Allow a long term CRL when a
CA retires a key after performing a key
changeover to align with the FPKI CPS.

1.26

February 2, 2017

2016-03. Remove or update references to
obsoleted RFCs. Changes to Sections
1.3.1.7,3.1.2,3.1.4,4.9.7, and 10.

1.27

June 29, 2017

2017-01: Align CP with current FPKIMA
practice for CA certificates.

2017-02: Require CAs to publish
information pertaining to resolved incidents
on their websites.

2017-03: Require CAs to notify the
FPKIPA whenever a change is made to
their infrastructure

2017-04: Clarifies the period of time PIV
card stock can continue to be used once it
has been removed from the GSA APL.

1.28

April 4, 2018

2018-01: Key Recovery for key
management certificates issued under the
COMMON Policy

1.29

May 10, 2018

2018-02: Add reference to Annual Review
Requirements

2018-03: Mandate specific EKUs in
certificates issued after June 30, 2019

2018-04: Certificate revocation
requirements for Transitive Closure after
August 15, 2018

2018-05: Requirements for virtual
implementations

1.30

October 4, 2018

2018-06: Incorporate “supervised remote
identity proofing” and other new guidance
as defined in NIST SP 800-63-3 effective as
of October 4, 2018




1.31

February 8, 2019

2018-07: Remove the common-public-
trusted-serverAuth certificate policy and
associated requirements effective as of
February 8, 2019

2018-08: Permit retention of private
signing key(s) following CA termination
effective as of February 8, 2019

1.32

April 14, 2020

2020-01: Add support for federally issued
Personal Identity Verification-Interoperable
(PIV-1) credentials







September 1, 2020

2020-02: Consolidated update to Common

Policy and associated profiles, effective as
of September 1, 2021. See the change

proposal cover sheet for more detail.
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1. INTRODUCTION
This certificate policy (CP) includes manythe following distinct certificate policies: a

Three Personal Identity Verification (P1V) authentication policies;

A PIV Interoperable (P1V-I) authentication policy for usersuse by federal agencies;
A P1V Card Authentication policy;

A PI1V-I Card Authentication policy for use by federal agencies;

A policy for devices that sign PIV data objects;

A policy for federal devices that sign PIV-1 data objects;

A policy for Human Subscribers with software cryptographic modules;-;

o A policy for usersHuman Subscribers with hardware cryptographic modules;-;

e A high assurance policy for Human Subscribers;

e A policy for devices With software cryptographic modules;-; and

In this document, the term “device” means a non-person entity, i.e., a hardware device or

software application. Where a specific policy is not stated, the policies and procedures in this
specification-apply-equathy-to-all-policies.

FheuserCertificates intended for code signing are not covered by this policy.

Where a specific policy is not stated, the requirements in this specification apply equally to all
policies.

The Human Subscriber policies apply to certificates issued to federal employees, contractors, and
other affiliated personnel for the purposes of authentication, signature, and confidentiality. This
CP was explicitly designed to support access to federal systems that have not been designated
national security systems.

A PKdCertification Authority (CA) that usesoperates in accordance with this CP will provide the
following security management services:

Key generation/storage

Key escrow and recovery

Certificate generation, modification, re-key, and distribution
Certificate revocation list (CRL) generation and distribution
DirectoryRepository management of certificate related items
Certificate token initialization/programming/management




e System management functions (e.g., security audit, configuration management, archive.)

asserts thispohieythese QOlICIe in certlflcates must obtain prior approval from the Federal PKI
Policy Authority—CAs; approval is dependent upon a Certification Practices Statement (CPS)
that clearly describes how each requirement in this CP is fulfilled, or, for Federal agencies that
operate their own PKI, a comparable CP. For any section of this policy containing no
stipulation, the CPS must indicate whether it is applicable, and if so, describe the associated
practices. CAs operated by federal agencies that issue certificates under this policy may operate
simultaneously under other policies. SuehCAs that operate simultaneously under this policy and
under other policies must assert at least one policy in all issued certificates. CAs must not assert
the OIDs in this policy in certificates unless they are issued in accordance with all the
requirements of this policy.

The root Certification Authority (CA) associated with the Common Policy Framework is the
Federal Common Policy CA, operated by the Federal PKI Management Authority (FPKIMA).

This CP follows the RFC 3647 framework.

1.1. OVERVIEW

1.1.1. Certificate Policy (CP)

Government that issue certificates according to this policy.

1.1.2. Relationship between the CP and the CPS
This CP states what-assurance-can-be-placed-in-a-certificate-the requirements for the issuance and

management of certificates issued by the GA-CAs, and requirements for the operation of the
CAs. The Certification Practice Statement (CPS) states how the CA-establishes-that




assuranee-(s) implement the requirements. Each CA that issues certificates under this CP
shalmust have a corresponding approved CPS.

1.1.3. Scope

The scope of this U.S. Federal PKI Common Policy Framework CP includes the Certification
Authorities used for issuing and managing certificates that are valid to the Federal Common
Policy CA on behalf of federal executive branch agencies. This CP applies to certificates issued
to CAs, devices, and federal employees, contractors and other affiliated personnel. This CP does
not apphy-teinclude certificates issued to groups efpespleor intended to be shared.

Federal Government departments and agencies operate CAs that are intended to issue certificates
for only locally trusted purposes. These CAs do not have a certification path to the Federal
Common Policy CA and should not assert the policy OIDs defined in this CP.

1.1.4. Interoperation with CAs Issuing under Different Policies

Beeep#eHegaeyFederal PKIs—wweFeperaHenwthovernment aqencv CAs tha%lssu&uﬂder

FedemLBHdg&GemﬁeauenAumemy—Eegaey—FedeﬁaLPKl&may perform pel-reymappmgﬁnd

cross-certification with either the Federal Common Policy Reet-CA or Federal Bridge

Certification-AuthorityCA at their discretion.

Nete-that-Interoperability may also be achieved through other means, such as trust lists;-te-meet
losapenutesnanls

1.2. DOCUMENT NAME AND IDENTIFICATION

This CP-provides substantial-assurance-concerning-identity- of certificate subjects—is the X.509

Certificate Policy for the U.S. Federal PKI Common Policy Framework.

Certificates issued in accordance with this CP and-assectated-with-the-Federal- Commen-Policy
Roet-CA-shallmust assert at least one of the following OIDs in the certificate peheypolicies

extension:

bl il _foli i
id-fpki-common-policy ={216840110132136}
id-fpki-common-hardware ={216840110132137}
id-fpki-common-devices ={216840110132138}
id-fpki-common-devicesHardware ={2168401101321336}
id-fpki-common-authentication ={2168401101321313}
id-fpki-common-high ={2168401101321316}
id-fpki-common-cardAuth +={2168401101321317}




id-fpki-common-piv-contentSigning ={2168401101321339}
id-fpki-common-derived-pivAuth ={2168401101321 340}
id-fpki-common-derived-pivAuth-hardware | ::={2 16840110132 1341}
id-fpki-common-pivi-authentication ={2168401101321345}
id-fpki-common-pivi-cardAuth ={2168401101321346}
id-fpki-common-pivi-contentSigning »={2168401101321347}

CA certificates may contain a subset of these OIDs.

Subscriber certificates must contain an appropriate policy OID as described in the following
tables:

FIPS 201 Personal Identity Verification (P1V) Human Subscriber Certificates

Certificates asserting the following policies are issued to Human Subscribers and are limited to
use with PIV credentials by FIPS 201.




PIV Authentication certificate with the private

id-fpki-common-authentication

key on a PIV credential

Derived PIV Authentication certificate issued

id-fpki-common-derived-pivAuth-hardware

in accordance with NIST SP 800-157 where
the private key is not on a PIV credential

or

id-fpki-common-derived-pivAuth as
appropriate

Additional Human Subscriber Certificates

Digital signature certificate with the private

id-fpki-common-hardware or id-fpki-

key on a PIV credential

common-high

Digital signature certificate with the private

id-fpki-common-policy, id-fpki-common-

key not on a P1V credential

hardware, or id-fpki-common-high

Key Management certificate, whether or not

id-fpki-common-policy,

on a PIV credential

id-fpki-common-hardware, or id-fpki-
common-high

Common PIV-I Authentication certificate

id-fpki-common-pivi-authentication

with the private key on a federally-issued
PIV-I credential

Other authentication certificate

id-fpki-common-policy, id-fpki-common-
hardware, or id-fpki-common-high

The requirements associated with id-fpki-common-pivi-authentication and-id-fpki-commen-pivi-

cardAuth-are identical to id-fpki-common-authentication-ang-id-fpki-commen-cardAuth;
respectively, with the exception of the need for a National Agency Check with Inquiries (NACI)

and associated favorable adjudication. See Appendix A for additional comparisons;-see

Appendix-A between PIV and Common PIV-I credentials.

FIPS 201 Personal Identity Verification (P1V) Device Subscriber Certificates

Certificates asserting the following policies are issued to Device Subscribers and are limited to

use with PIV credentials by FIPS 201.

Card Authentication certificate with the
private key on a P1V credential

id-fpki-common-cardAuth




Content Signing certificate used to sign PIV id-fpki-common-piv-contentSigning
data objects in accordance with [FIPS 201] or

[SP 800-157]

The requirements associated with id-fpki-common-piv-contentSigning and-id-fpki-common-phvi-
contentSighing-are identical to id-fpki-common-devicesHardware except where specifically

noted in the text.

Additional Device Subscriber Certificates

Certificates asserting the following policies may be issued to devices or software systems.

FIPS 140 Level 2 or higher hardware id-fpki-common-deviceHardware
cryptographic modules

FIPS 140 Level 1 or higher cryptographic id-fpki-common-devices
modules
Common PIV-I Card Authentication id-fpki-common-pivi-cardAuth

certificate with the private key on a federally-
issued P1V-I credential

Common PIV-I Content Signing certificate id-fpki-common-pivi-contentSigning
used to sign federally-issued P1V-I data
objects in accordance with [SP 800-157]

The requirements associated with id-fpki-common-pivi-cardAuth are identical to id-fpki-
common-cardAuth, with the exception of the need for a NACI and associated favorable

adjudication.

The requirements associated with id-fpki-common-pivi-contentSigning and are identical to id-
fpki-common-piv-contentSigning, except where specifically noted in the text.

1.3. PKI PARTICIPANTS
The following are roles relevant to the administration and operation of CAs under this policy:

1.3.1. PKI Authorities

1.3.1.1. Federal Chief Information Officers Council

The Federal Chief Information Officer (C1O) Council comprises the Chief Information Officers
of all cabinet level departments and other independent agencies. The Federal CIO Council has
established the framework for the interoperable Federal PKI (FPKI) and oversees the operation




of the organizations responsible for governing and promoting its use. In particular, this CP was
established under the authority ef-and-with-the approval of the Federal C1O Council.

1.3.1.2. Federal PKI Policy Authority (FPKIPA)

The Federal Public Key Infrastructure Policy Authority (FPKIPA) is a greupsub-council

comprised of U.S. Federal Government Agencies-{including-cabinet-level Departments)agency
representatives and is chartered byunder the Federal Chief Information Security Officer (CI1SO)
Council, under the Federal CIO Council. The FPKIPA owns this certificate policy and
represents the interest of the Federal CIOs— and Federal CISOs.

The FPKIPA is responsible for:
e Maintaining this CP,
e Approving the CPS for each CA that issues certificates under this policy,

e Approving the compliance audit report for each CA issuing certificates under this policy,
and

e Ensuring continued conformance of each CA that issues certificates under this policy
with applicable requirements as a condition for allowing continued participation.

1.3.1.3. FPKI Management Authority (FPKIMA)

The FPKIMA is the erganizationgovernment program that operates and maintains the Cemmeon
Poliey-Reot-CAsFederal PKI operational environment on behalf of the U.S. Government;-subject
e

1.3.1.4. FPKI Management Authority Program Manager

The Program Manager is the individual within the FPKIMA who has principal responsibility for
overseeing the preper-operation of the Federal Common Policy ReetCAsCA, including the

requwed repository, and selectlng the FPKIMA staff. Iheﬁmg#&an&nager—meleeted—byJehe

SeeretFor addltlonal personnel securlty elearane&controls assouated with thls role see Sectlon
5.3.1.

1.3.1.5. Policy Management Authority (PMA)
EaebrA PMA is an |nd|V|duaI or group establlshed bv an organlzatlon %hat—ppewdes-FlK-l—serees

Shaped%ea%&?vmﬁd%&ess%—epsﬂmd—femr agency for the purpose of ensurlng JLhect—all sSSP

PKI components {e-g+CAs-CSSs-CMSs;-RAs)-are operated in compliance with the-SSPan
appropriate CPS and this CP. Fhisbody-isreferred-to-asthe- SSP-PMA-within-this CP-

Sopmens anl ool ool oo Lo ene o A orqanlzatlons and aqenues operating a GAPKI
under this pollcy—shau must establlsh a mana




FPKIPA-and-the SSP-PMA--.

1.3.2. Certification AutherityyAuthorities

The CA is the collection of hardware, software and operating personnel that create, sign, and
issue public key certificates to Subscribers. The CA is responsible for-the issuing and managing
certificates including:

The certificate manufacturing process
Publication of certificates

Revocation of certificates

Generation and destruction of CA signing keys

Ensuring that all aspects of the CA services, operations, and infrastructure related to
certificates issued under this CP are performed in accordance with the requirements,
representations, and warranties of this CP.

1.3.3. Registration Authorities
Fheregistrationauthorities {RAS)-A Registration Authority (RA) is an entity authorized by the

CA to collect-and, verify-each-subseriber’s-identity, and submit information provided by
potential Subscribers for the purpose of issuing public key certificates. The term RA refers to

hardware, software, and individuals that is-te-be-entered-into-thesubseriber’s-public key
certificate—The RAperforms-tsmay collectively perform this function. Individuals fulfilling the
RA function are acting in accordance-with-a CPS-approved-by-the FPKIRA:Trusted Role. The
RA is responsible for:

e Control over the registration process.
e The identification and authentication process.



FheA Trusted Agent is a person who satisfies all the trustworthiness requirements for an RA and
who performs identity proofing as a proxy for the RA. FheA Trusted Agent records information
from and verifies biometrics (e.g., photographs) on presented credentials for Applicants who
cannot appear in person at an RA. Fhe-CRS-willdentify-the-partiesresponsible-forproviding
sHehsersees—apt-the-mechapiseordetermiplng-He - rushyerthiness:

1.3-5:1.3.4. _Subscribers

A Subscriber is the entity whose name appears as the subject in a certificate. Fhe-subseriber
asserts that he or she uses the keyFor this CP and certificate in accordance with the certificate
peleyasseriedn-thecerHeateand-doespeissueal | certificates——o—this-neliey Issucd,

Subscribers are limited to federal employees, contractors, affiliated personnel, and devices
operated by or on behalf of federal agencies. -CAs-are-semetimes-technically-considered
“subsertbers™in-a-PKl—Hewever; The term “Subscriber” as used in this document refers only to
those who request certificates for uses other than signing and issuing certificates or certificate
status information._A Subscriber may be referred to as an "Applicant™ after applying for a
certificate, but before the certificate issuance procedure is completed.

There is a subset of Human Subscribers who will be issued role-based certificates. These
certificates-wiH identify a specific role on behalf of which the Subscriber is authorized to act
rather than the Subscriber’s name-and-. These certificates are issued in the interest of supporting
accepted business practices. The role-based certificate can be used in situations where non-
repudiation is desired. Normally, it will be issued in addition to an individual Subscriber
certificate. A specific role may be identified in certificates issued to multiple Subscribers;;
however, the key pair will be unique to each individual role-based certificate-{i-e.. For example,
there may be four individuals earryingwith a certificate issued in the role of “Secretary of
Commerce>”. However, each of the four individual-certificates will earryhave unigque keys and
certificate identifiers).serial numbers. Roles for which role-based certificates may be issued are
limited to those that are held by a unique individual within an organization (e.g. Chief
Information Officer, GSA is a unique individual whereas Program Analyst, GSA is not).

Practice Note: When determining whether a role-based certificate is authorized,
consider whether the role carries inherent authority beyond the job title. Role-based
certificates may also be used for individuals on temporary assignment, where the
temporary assignment carries an authority not shared by the individuals in their usual
occupation, for example: “Watch Commander, Task Force 1.




1.3-6-1.3.5. Relying Parties

A relying party is the entity that relies on the validity of the binding of the Subscriber’s
nameidentity to a public key. The relying party is responsible for deciding whether or how to
check the validity of the certificate by checking the appropriate certificate status information.
The relying party can use the certificate to verify the integrity of a digitally signed message, to
identify the creator of a message, or to establish confidential communications with the holder of
the eertificate-certificate’s private key. A relying party may use information in the certificate
(such as SRcertificate policy identifiers, key usage, or extended key usage) to determine the

suitability-of thecertificatefora-particularuseits appropriate usage.

For this certificate policy, the relying party may be any entity that wishes to validate the binding

of a public key to the name {or+ole)-of-afederal-employeecontractoror-otheraffiliated
personnelof a Subscriber.

1.3-71.3.6. _Other Participants

The CAs and RAs operating under this CP may require the services of other security,
communlty, and appllcatlon authorltles such as compllance audltors&ndratmbu{&au%hemre&

Participating agencies that do not operate a PKI directly must identify one or more Agency
Points of Contact (POC) as liaisons to the issuing PKI and the FPKIPA.

1.4. CERTIFICATE USAGE

1.4.1. Appropriate Certificate Uses

au%hen%&ﬁe#meehan&ns—@mdenﬂ&lsCertlflcates |ssued under this CP may be used for
authentication to Federal systems.

Certificates issued under this CP may also be used for key establshment—management,
signature, and confidentiality requirements for Federal Government processes.

This policy is intended to support appheationsuse cases involving unclassified information,
which can include sensitive unclassified data protected pursuant to federal statutes and
regulations.




Aqgencies make risk-informed decisions when using certificates to manage the identities of
federal systems and users by evaluating the environment, associated threats, and vulnerabilities
in determining the level of risk they are willing to accept based on the sensitivity or significance
of the information. This evaluation is done by agencies for each application and is not controlled

by this CP.

1.4.2. Prohibited Certificate Uses

Certificates that assert id-fpki-common-cardAuth or id-fpki-common-pivi-cardAuth shalmust
only be used to authenticate the hardware token containing the associated private key and
shalmust not be interpreted as authenticating the presenter or holder of the token.

Certificates intended for code signing are not permitted under this policy.

1.5. PoLicy ADMINISTRATION

1.5.1. Organization Administering the Document
The FPKIPA is responsible for all aspects of this CP.

1.5.2. Contact Person

Contact information for the support and co-chairs for the FPKIPA is fpki@agsa.gov.

1.5.3. Person Determining CPS Suitability for the Policy
The FPKIPA shalmust approve the CPS for each CA that issues certificates under this policy.

1.5.4. CPS Approval Procedures

CAs issuing under this pelieyCP are required to meet all facets-efthe-pohiey-requirements. The
FPKIPA will not issue waivers.

The FPKIPA shall-makemakes the determination that a CPS complies with this policy. The CA

and RA must meet-all-reguirements-ofoperate under an approved CPS-befere-commencing
operations.. RA practices are documented in the CPS or an associated Registration Practices



mailto:fpki@gsa.gov

Ir-each case, the determination efsuitability-shat-be-based-enprocess must include an

independent compliance auditor’s results and recommendations. See Section 8 for further
details.

1.6. DEFINITIONS AND ACRONYMS
See sections11EAppendix B and 12Appendix C.

2. PUBLICATION AND REPOSITORY RESPONSIBILITIES

2.1. REPOSITORIES

The publicly accessible repository system shalmust be designed and implemented so as to
provide 99% availability overall and limit scheduled down-time to 0.5% annually. Where

2.2. PUBLICATION OF CERTIFICATION INFORMATION

2.2.1. Publication of Certificates and Certificate Status

All CAs that issue CA certificates must publish all CA certificates it issues in a file available via
a publicly accessible HTTP URI. This URI must be asserted in the Subject Information Access
(SIA) extension in all valid certificates issued to the CA. The file must be a certs-only
Cryptographic Message Syntax file that has an extension of .p7c.

With the exception of self-signed certificates, all CA certificates must be published by the
Subject CA in a file available via a publicly accessible HTTP URI. This URI must be asserted in




the Authority Information Access (AlA) extension in all valid certificates issued by the Subject
CA. The file must be:

e a certs-only Cryptographic Message Syntax file that has an extension of .p7c, or
e asingle DER encoded certificate that has an extension of .cer

The certs-only Cryptographic Message Syntax format is preferred as it allows flexibility for
inclusion of multiple certificates.

All CAs that issue certificates under this policy must publish the latest CRL covering all
unexpired certificates via a publicly accessible HTTP URI until such time as all issued
certificates have expired. This URI must be asserted in the CRL distribution point extension of
all certificates issued by that CA, with the exception of OCSP responder certificates that include
the id-pkix-ocsp-nocheck extension.

A Certificate Status Server (CSS) provides status information about certificates on behalf of a
CA through on-line transactions.

CAs must include a CSS in the form of a delegated Online Certificate Status Protocol (OCSP)
service, as described in [RFC 6960], to provide on-line status information for Subscriber
certificates via a publicly accessible HTTP URI in the AlA extension. The operations of the
OCSP service are within the scope of this CP.

Pre-generated OCSP responses may be created by the CSS and distributed to OCSP servers.
OCSP responses, like CRLs, are publicly distributable data. OCSP servers that lack OCSP
response signing capability have the same security requirements as a repository hosting CRLSs.

OCSP services that are locally trusted, as described in [RFC 6960], are not covered by this
policy.

All certificates must contain only valid Uniform Resource Identifiers (URIs) that are publicly
accessible by relying parties.

2.2.2. Publication of CA Information
Ih&@emmenﬁeheyThls CP sh&Hmust be publlcly available on the-FPKIRA-website(see

https://www.idmanagement.gov/.

The CPS and annual PKI Compliance Audit Letter for the Federal Common Policy Reet-CAs
witlbeCA are publicly available frem-the FRKHMA-website(Seeon

hitp/ v idmanagementgev/-https://www.idmanagement.gov/.

Other CAs operating under this policy shaHshould make available a redacted CPS and annual
PKI Compliance Audit Letter in their organization’s public repository.



http://www.idmanagement.gov/
http://www.idmanagement.gov/

2.3. TIME OR FREQUENCY OF PUBLICATION
This CP and any subsequent changes shalmust be made publicly available within thirty (30)
days of approval.

Publication requirements for CRLs are provided in Sections 4.9.7 and 4.9.12.

2.4. AcCCESS CONTROLS ON REPOSITORIES

Fhe-CA-shalprotectRepositories hosting CA certificates, CRLs, and pre-generated OCSP
responses (if implemented) must be publicly accessible. Information not intended for
modlflcatlon or publlc dlssemlnatlon epmedmeaﬁen—GA—eemﬂea%es&nd—GRI:s—m—the

m#ermanen—m—theuGA—Feﬁea%eFies—shaumust be determined-by-agencies-pursuant-to-thetr
authorizing-and-controling-statutes—Fheprotected.
Each CPS shallmust detail what information in the repository shal-beis exempt from automatic

availability and to whom, and under which conditions the restricted information may be made
available.

Posted certificates, CRLS, and pre-generated OCSP responses may be replicated in additional
repositories for performance enhancement.

3. IDENTIFICATION AND AUTHENTICATION

3.1. NAMING

3.1.1. Types of Names

eemmen—mgh—rd—fpkr-ee%nen—de\%e&Thls CP establlshes requwements for both sub|ect
distinguished names and id-fpki-commen-devicesHardware-subject alternative names.

3.1.1.1. Subject Names

The CA shalmust assign X.501 distinguished names to all subseribers-Subscriber certificates.
These distinguished names are comprised of a base distinguished name (Base DN) and additional
relative distinguished names (RDNs). Base DNs may be in either of two forms: a geo-political
name or an Internet domain component name.

All geo-political distinguished names assigned-to-federal-employees-shal-be-irmust use one of
the following directory-informationtreeBase DNs:

e C=US, 0=U.S. Government, fou=department}-f, ou=agency};, [ou=structural _container]
e C=US, 0=U.S. Government, ou=department, [ou=structural container]
e (C=U